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Abstract  

The growing use of “distributed energy resources (DER)” will result in a significant increase in the total number of gadgets or devices that 

users and third parties own and control. These gadgets rely largely on digital communication and control, placing them in danger due to 

cyber threats. This study presents a comprehensive framework that is resistant to attacks for defending integrated DER and major power 

grid infrastructure from hostile cyber-attacks, ensuring the safe integration of DER without jeopardizing system dependability and stability. 

This research focuses on the development of a cyber-physical power system that incorporates a significant integration of DER and analyses 

the particular cyber security problems brought about by DER integration. Following that, we provide a systematic DER resilience analysis 

approach, in addition to effective and measurable resilience measurements and concepts concerning design, and we summarize important 

DER assault scenarios. In conclusion, we suggest preventive, detective, and responsive measures against cyber-attacks, specifically tailored 

for integrating Distributed Energy Resources (DER) throughout the physical, cyber device, and regulatory levels of an eventual smart grid. 
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1. Introduction 

olar energy is one among various power generation technologies 

employed in the grid. It plays a role in extensive power 

generation through solar farms and large-scale installations and in 

smaller-scale distributed energy resource (DER) generation through 

grids, storage systems, and, rooftop installations. Solar energy is a 

type of DER technology that generates and distributes electricity on 

a local and large scale. Solar energy systems link to the electrical grid 

through power electronic devices like inverters, and they might 

establish duplicate communication channels with utility control and 

automation systems [1,2].  

Before large-scale solar energy systems can be put into operation, 

they must meet critical infrastructure protection standards. Smaller 

PV systems and other DERs, on the other hand, currently lack cyber 

security requirements and are typically connected to the Internet by 

their owners for monitoring and control. As renewable energy 

infrastructure becomes a more popular target for cyber – attacks, 

cyber security becomes a critical concern for grid operators and solar 

system owners in protecting linked electric power networks from 

digital attacks.  

The importance of cybersecurity extends beyond its apparent role in 

web usage, safeguarding data, and technological progress. Its 

significance also lies in areas such as policy formulation, legal 

safeguards, healthcare, and education [3,4] The inherently 

interdisciplinary nature of cyber security makes it difficult to define 

precisely. (Cyber security is the organization and gathering of 

resources, procedures, and structures to secure cyberspace and 

cyberspace-enabled systems against events that misalign de jure from 

de facto property rights. This definition was reached by [5] Given 

the widespread nature of online interactions in contemporary 

society, experts recommend the adoption of a unified public security 

philosophy. This philosophy should articulate both the objectives, 

such as policy development, and the methods, including regulatory 

measures, to ensure and protect cybersecurity.   

Attacks on IT and "the operational technology (OT)" networks can 

take numerous forms, but among the most common are spear 

phishing attempts, malware distribution with the goal of data 

encryption for ransom or disruption of operations, and manipulation 

of controllers' control logic through the use of commonly used ports 

and application layer protocols (6).  

The consequences of such disasters involve a diminished ability for 

human operators to perceive, leading to operational disruptions 
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(unavailability), decreased productivity, and financial losses [7]. 

Decentralization is one of the three most prominent developments 

in energy operations, DE carbonization, and digitization.  

Examples of energy-generating technologies that have gained 

widespread recognition in the last twenty years are wind and solar 

power producers. It is possible to include RES in the various power 

grids, including distribution, transmission, and consumer power. 

Distributed and customer-level connections are more common for 

small-scale and 'behind-the-meter (BTM)' RES, while transmission-

level connections are more common for large-scale RES.  While the 

primary revenue stream for Renewable Energy Sources (RES) comes 

from selling clean electricity, project owners can also derive 

additional benefits from related products like Tax credits for 

renewable energy and the trading of renewable energy certificates 

(RECs). Currently, involvement in renewable energy markets may 

require acquiring certificates of origin, like GOs in the EU, RECs in 

the US, and I-RECs globally. The NIST Smart Grid Cyber Security 

Controls were used to map the cyber security requirements for 

securing Renewable Energy Certificates (REC) applications and data. 

The “Cyber Security Frameworks” of the “National Institute of 

Standards and Technology (NIST)” are also used to suggest a cyber-

security maturity model for securing REC data and applications. 

DLT is a perfect platform for such REC operations. Although 

Distributed Ledger Technology (DLT) aligns with current 

cybersecurity measures, implementing a Renewable Energy 

Certificate (REC) based on DLT which is a completely functional 

trading platform on the present power system and market 

necessitates thorough system changes [7]. 

It is advised that the intended use case be mapped at a more 

comprehensive resolution, taking into account the relevant power 

system, and frameworks for cyber security standardization and 

communication, before conducting actual experiments. Energy 

companies, and the electric power grid in particular, are becoming 

targets of more frequent and sophisticated cyberattacks [8].  

A major cyber assault on the electricity system could lead to severe 

repercussions for grid operations, encompassing socioeconomic 

consequences, market effects, damage to equipment, and extensive 

blackouts. Several efforts, including the “Cyber Security Roadmap” 

and “Critical Infrastructure Protection (CIP) Standards”, have 

investigated the security and resilience of the electrical system against 

cyber threats.  

Five-level distributed energy resources (DER) system architecture 

was proposed [9,10]:  

(1)  DER production and storage on one's own  

(2) Management of DER energy in a facility 

(3) Operational communications between utilities and retail energy 

providers (REPs)  

(4) Analysis of distribution utility operations  

(5) Market and transmission activities.  

Connecting a similar DER system design to the "European M/490 

Smart Grid design Model (SGAM)" in "IEC 62351-12" facilitated 

extensive data interchange across various system levels. 

Many different types of cyber-attacks might exploit the many holes 

in the ever-changing DER architecture [10,11]: 

(1) First, many different types of energy equipment, such as "e.g., 

battery controllers and smart inverters," are owned and operated at 

different customer and utility locations due to the widespread use of 

DER. There may be many more distributed energy resource (DER) 

devices owned by consumers and linked to the grid than utilities.  

(2) Due to the diverse security administrative domains covered by 

Distributed Energy Resources (DER), the utility's ability to oversee 

security extends only to monitoring devices up to the smart meter. 

DER owners are expected to manage their equipment 

independently.  

(3) The many networks that regulate "Distributed Energy Resources 

(DER)" may be interconnected with other "Information Technology 

(IT)" networks and building automation networks, increasing the 

number of possible entry points. These three essential features bring 

a plethora of new dangers to DER and the grid as a whole—

emerging Critical DER Security Challenges, as shown in Table 1. 

 

Table 1. Critical Emerging DER Security Challenges [12]. 

Challenges 
of Security  

Smart Meter/AMI DER 

Administration 
divided 

The utility either possesses 
the complete “Advanced 
Metering Infrastructure 
(AMI)” system or engages a 
managed service provider. 
This guarantees the proper 
installation and 
configuration of relevant 
security procedures and 
updates. When purchasing 
systems, utilities also 
prioritize cyber security. 

The owner of smart 
inverters will likely 
be the “Distributed 
Energy Resource 
(DER)” operator 
rather than the 
utility. The utility 
may lack the 
technical expertise 
or willingness to 
prioritize and 
uphold system 
security. 

Increased Cyber-
physical 
Interdependence 

The cyber-physical 
interdependencies of smart 
meter attacks are restricted.  
In general, monitoring the 
grid’s physics can identify 
only attacks that disconnect 
a meter. 

Preventing, 
identifying, and 
mitigating hazardous 
DER operations will 
rely heavily on an 
analysis of both the 
grid's cyber and 
physical properties. 

Increased Grid 
Impact 

While the removal of 
meters will leave customers 
without power, it is unlikely 
to have a substantial 
influence on the 
distribution grid's 
dependability and stability. 

If DER penetration 
is strong harmful 
action of smart 
inverters in the grid 
may have a 
substantial influence 
on the distribution 
grid by injecting 
excessive power or 
purposely changing 
voltage, jeopardising 
the bulk power 
system's stability. 

Key Exchange & 
Cryptography 

To simplify cryptographic 
methods and key exchanges 
must be implemented for 
securing connections, the 
utility either possesses the 
complete “Advanced 
Metering Infrastructure 
(AMI)” network or 
employs a managed service. 

The networks must 
traverse several 
administrative 
boundaries for utility 
commands to 
manage the 
consumer-owned 
DER.  
As a result, many 
parties must 
exchange keys and 
revoke them. 

Privacy Utilities often receive meter 
readings at intervals of 15 

Utilities can ascertain 
the condition of 
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or 60 minutes, capturing 
data only on substantial 
load fluctuations. 

“Distributed Energy 
Resources (DER)” 
within minutes or 
seconds. This 
information could be 
employed to develop 
more precise 
consumer profiles. 

Additional 
Control 
Functions 

Demand response and load 
disconnects are common 
features of smart meters. 

Smart inverters offer 
complex control 
functions that can 
have a substantial 
impact on utilities 
and consumers' 
capacity to manage 
smart inverters. 

 

To support DER, A varied combination of devices and networks is 

essential; however, prior research has only investigated a portion of 

this foundational interaction and its infrastructure. Numerous 

notable scientific projects, including [13,14,15] 

(1) Smart meter security analysis. 

(2) Smart meter intrusion detection methods.  

(3) New security procedures for smart meters are being designed.  

Even though secure smart meters are crucial for integrating 

“Distributed Energy Resources (DER)”, the bulk of DER 

advancements take place "behind the meter". This involves 

incorporating new sources of energy and cyber-control systems. 

Furthermore, the control mechanisms required have to be adaptive 

between administrative domains “for example, between utilities and 

customers”. This raises a slew of new cyber security issues in 

addition to those raised by smart meter deployments as shown in 

Figure 1. 

 
Figure 1. Architecture for DER Proposal [16]. 

 

2.Comparisons between recent studies and recent 

studies in cyber security for smart inverters and 

distributed energy resources 

DER is growing in importance in the Smart Grid paradigm for 

power systems. DER security is becoming crucial since these systems 

increasingly rely on information and communication technologies. 

Many technologies have been proposed in the last few years for the 

protection of industrial control systems, ranging from cryptography, 

network security, security monitoring systems, and innovative 

control strategies resilient to cyber-attacks. Still, electrical systems 

and microgrids present their own peculiarities, and some effort has 

to be put forth to apply cyber-protection technologies in the 

electrical sector. In the present work, we discuss the latest 

advancements and research trends in the field of DER cyber security 

in a tutorial form 

Many studies have examined the vulnerabilities of smart grids, 

specifically microgrids. This paper will discuss the most recent 

advances and new research trends in smart DER cyber security, as 

well as the applications of innovative technologies such as Software 

Defined Networking, new approaches for intrusion and anomaly 

detection, and resilient control strategies. 

In the sphere of industrial processes, particularly in power systems, 

common anomaly detection algorithms rely on dynamic state 

estimates. Even if efficient, this method requires knowledge of the 

system's actual behavior. Machine Learning (ML) techniques could 

be beneficial in addressing this issue.     In the realm of cyber-physical 

system anomaly detection, it is extremely usual not to have a dataset 

containing examples of poor physical behavior during a cyber-attack. 

As a result, it is necessary to use algorithms that can "learn" normal 

behavior and classify fresh samples.  

The study concludes with a discussion of robust control techniques 

as an interesting research area. The control of electrical grids is 

critical for service continuity. Taking control of the electrical grid in 

both islanded and grid-connected modes can inflict significant 

damage and have an impact on the overall grid's stability. Resilience 

is required in this field. More research is needed to develop 

commercial items for usage in the field, although results from 

models and prototypes are quite promising. 

 

3.Cyber security Framework for DER 

As the developing snare of interconnected Appropriated Energy 

Assets (DERs) and savvy inverters raises worries about lattice 

steadiness, powerful digital actual security and flexibility 

measurements are pivotal. These measurements, safe to weaknesses 

and assaults, won't just form trust in DER use but additionally outfit 

utilities with information to pursue informed choices in regards to 

DER coordination and its possible effect on the network, at last 

making ready for more extensive reception by the two utilities and 

purchasers. [14,17] 

1. Effect of DER capabilities on matrix dependability: This point 

digs into the center issue of what DERs mean for the lattice, 

establishing the groundwork for understanding potential security 

concerns. 

2. Perceivability of malignant DER activities: Expanding on the laid-

out influence, this point centers around distinguishing explicit 

weaknesses inside DER structures that could be taken advantage of 

for vindictive purposes. 

3. Passable DER infiltration for lattice trustworthiness: At long last, 

with an unmistakable comprehension of both effect and weaknesses, 
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this point resolves the basic inquiry of how much DER mix can be 

permitted while keeping up with framework dependability. 

The aforementioned concepts of design for security will outline 

fundamental security attributes for various messages and services 

related to “Distributed Energy Resources (DER)”, encompassing 

aspects such as confidentiality, integrity, and availability. 

Subsequently, it will employ cyber-attack threat models and 

“Distributed Energy Resource (DER)” system architectures to 

assess the significance of threats and uncover tradeoffs among the 

level of integrated DER, control granularity, and infrastructure 

cybersecurity [18,19]. 

3.1 DER attack prevention: 

Protecting the power lattice with a developing number of Conveyed 

Energy Assets (DERs) requires tending to their special network 

safety needs. This requires the plan and execution of hearty digital 

protection designs and cycles. 

The center areas of center ought to be: 

•DER access control models: Laying out secure doors and 

conventions for approved admittance and correspondence. 

•Cryptographic exercises: areas of strength for executing, including 

key trade and the board, to safeguard delicate DER information and 

tasks. 

•Confided in processing tasks: Using equipment and programming 

advancements that guarantee the uprightness and legitimacy of DER 

frameworks. 

Moreover, identification systems should be utilized to distinguish 

both digital and actual assaults against DERs [14]. By proactively 

tending to these weaknesses, we can guarantee the protected and 

dependable reconciliation of DERs into the power network. 

3.2 Detection of DER attacks: 

Identifying and responding to malicious activity within Distributed 

Energy Resources (DER) is crucial for maintaining grid security. To 

achieve this, effective techniques must incorporate both cyber and 

physical components to detect irregularities and unusual usage 

patterns. By enhancing monitoring techniques and employing 

algorithms that reliably associate physical and cyber events, we can 

generate accurate indicators of potential attacks and provide 

actionable data for immediate utility response. 

These algorithms will be fed with data collected from various utility 

infrastructures and DER domains within the control center. To 

enable effective response, attack detection methods must provide 

sufficient information about the threat, including: 

•The list of affected DER resources 

•The suspected malicious intent (e.g., voltage/frequency violations) 

•An assessment of the severity 

This revised structure prioritizes the importance of identifying and 

responding to malicious activity and then explains the steps involved 

in achieving this objective. Additionally, bullet points are used to 

highlight the specific information required for an effective utility 

response. [20,21] 

3.3 DER Attack Response: 

After identifying a digital assault on a Dispersed Energy Asset 

(DER), a quick and proper reaction is critical to limit lattice 

disturbance and guarantee framework security. The particular 

reaction will rely upon a few variables, including the DER's 

vindictive way of behaving, assault seriousness, and trust in the 

recognition. 

•High-certainty assaults: For affirmed high-influence assaults, quick 

disengagement of the impacted DER from the network is the 

suggested game plan. This segregates the danger and forestalls 

further damage. 

•Low-certainty occasions: Elective estimates like controlling 

contiguous DERs can be investigated for less certain circumstances. 

This approach expects to offset the adverse consequence of the 

possibly compromised DER without cutting off its association 

altogether. 

•Persistent enhancement: Exploration is progressing to distinguish 

the ideal reaction methodologies for different assault situations, 

planning to give utilities an exhaustive tool compartment for 

addressing digital dangers to DERs [14, 22]. 

 

4. Modeling of Cyber-Physical Threats 

To research the security weaknesses presented by DERs and brilliant 

inverters to power lattices, we distinguished two vital regions for 

reproduction and displaying: 

1. Digital Danger Scene: Existing examinations [12,23] feature 

various digital dangers focusing on DER regulators, shrewd 

inverters, and their connection points with the lattice's Wide Region 

Checking Insurance and Control (WAMPAC) frameworks. 

2. DER Control and Correspondence: The network safety stance of 

DER frameworks is vigorously affected by their control frameworks 

and correspondence conventions. These incorporate DER 

regulators, shrewd inverters, and battery regulators. To show these 

viewpoints really, we utilize digital engineering dialects like 

"information stream charts (DFDs)" and the "Building Examination 

and Plan Language (AADL)". Explicit subtleties to be displayed 

include: 

•Correspondence conventions: Particular conventions used for 

DER control, for example, IEEE 1815 (DNP3), IEC 61850-7-420, 

SEP 2.0, and Modbus. 

•Message geographies: Different correspondence structures utilized 

by DER frameworks, including unicast, multicast, and broadcast. 

•Control capacities: Key highlights of brilliant inverter control, for 

example, volt-var the board, status detailing, recurrence watt the 

executives, and time synchronization. 

3 – Grid and DER: 

The distribution grid's physical properties, feeders, and integrated 

DER all have a significant impact on how attackers damage the grid's 

stability and reliability.  

The modeling will encompass various components including energy 

storage for smart inverters, photovoltaic (PV) systems, capacitor 

banks, voltage regulators, and transformers, as well as protective 

elements like relays, re-closers, and fuses [24].  

A key evaluation criterion involves determining the proportion of 

Distributed Energy Resources (DER) that can be incorporated into 

the grid while ensuring reliability in the face of cyber-attacks. 

Additionally, it is essential to take into account local aggregated 

controllers, such as microgrid controllers. 

4 – Distribution and Transmission mixed with DER: 
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The integration of Distributed Energy Resources (DER) at a higher 

level will impact both the distribution and transmission grids. 

Furthermore, transmission grid disturbances can have an impact on 

a huge number of DERs in the distribution grid. Consequently, there 

is a need for integrated modeling and analysis of coupled 

transmission and distribution systems, along with improved power 

flow analysis that considers both transmission and distribution, 

incorporating Distributed Energy Resources (DER) [14,25, 26]. 

Figure 2. Illustrated threat scenarios against DER. 

 
Figure 2. Threat scenarios against DER [16]. 

 

5. Framework for Renewables, DER, and Smart 

Inverters Cyber security 

The proposed framework offers adaptability by offering tactics to 

identify, prevent, and react to an attack spanning the cyber, utility 

layers, and physical, ensuring the continuous operation of the 

network during a cyber assault [27, 28, 29] 

1 – Cyber Layer Security. 

The critical requirement for trustworthy DER gadgets: With utilities 

progressively depending on Disseminated Energy Assets (DER) for 

network control, getting these gadgets against digital dangers 

becomes central. Notwithstanding, the absence of direct regulatory 

command over various DER units presents a test in laying out trust 

for basic tasks. 

Confided-in processing base for basic capabilities: Addressing this 

challenge requires DER gadgets to use a confided-in registering base 

(TCB) for safeguarding key control capabilities and delicate 

cryptographic tasks. Research endeavors in carrying out "Confided 

in Stage Modules (TPMs)" and "Confided in Execution Conditions 

(TEEs)" inside DER gadgets are significant in accomplishing this 

objective. These advances offer improved confirmation against 

programming weaknesses and aggressor admittance to basic 

framework information. 

Moving past restricted adaptability arrangements: Customary 

methodologies depending on equipment security modules and 

secure co-processors with restricted adaptability probably won't be 

adequate. All things being equal, focusing on program detachment 

in light of criticality and utilizing Confided in Execution Conditions 

(TEEs) gives more noteworthy security while permitting future 

usefulness development. Instances of capabilities requiring seclusion 

include: 

1. Key capacity and cryptographic tasks 

2. Event inspecting and revealing 

3. Setpoint administration 

The subsequent enumeration explores possible entities and roles that 

could be utilized in constructing such a model. 

2 –Manufacturer:  

The manufacturer may ask for read-only access to operational data 

obtained from smart inverter performance to identify inefficiencies 

or flaws in the devices. Furthermore, to address some of these 

difficulties, the vendor may need to upgrade the devices' firmware. 

3 – Consumer:  

System settings, status information, and load data will require read-

only access from the consumer. Because they are in charge of the 

first setup of the DER, they may choose to specify the smart 

inverter's operational settings. In addition, the consumer can restrict 

other owners' access to consumption data. 

4 – Utility  

To respond to various grid events, the utility may have to 

dynamically modify the parameters and set points of smart inverters 

to accommodate their reactions. Additionally, utilities require gaining 

access to the characteristics of the device to ensure the proper 

functioning of various Distributed Energy Resources (DERs) and to 

support other grid analytics purposes.  

5 – Power Purchase Agreement (PPA) 

As the outsider provider might claim and keep up with the PV 

exhibit, they will expect admittance to the framework and, 

subsequently, its creation information. This information will be used 

for a few essential purposes: 

•Observing PV exhibit effectiveness: They'll follow execution and 

recognize possible issues to enhance energy creation. 

•Assessing cost/energy investment funds and techniques: 

Information investigation assists gauge with costing reserve funds 

and illuminates effective framework activity procedures. 

•Evaluating existing settings and boundaries: Tweaking framework 

settings for ideal execution requires bits of knowledge of the current 

arrangement. 

•Client charging: Assuming the provider charges in light of energy 

creation, exact information is fundamental for fair charging. 

5.1. Detection of Cyber Layer Attacks 

DER digital assault discovery methods should adjust existing savvy 

lattice techniques to the remarkable correspondence and control 

conventions of these circulated assets. While checking utility-

controlled network associations and gadgets is essential, numerous 

DER parts lie outside their immediate domain. As Figure 3 

delineates, dissecting information from different sources - SCADA 

estimations, WAN organizations, brilliant meters, and inverters - at 

a headquarters and control focus is indispensable for recognizing 

expected dangers. Taking advantage of this rich information scene, 

as stressed by reports from [30,31,32] enables utilities to identify and 

safeguard against assaults focusing on their DER frameworks. 

5.2. Response to Cyber Layer Attacks 

Responding to cyberattacks on energy systems demands a nuanced 

approach tailored to the attack's nature and our confidence in its 

assessment. Depending on the severity and certainty, strategies can 
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range from dynamically adapting network architecture around 

suspicious devices (potentially using algorithms) to direct 

interventions like shutdowns, device deactivations, or manual task 

execution. Critically, core service systems must remain operational 

even during attacks, necessitating robust security and redundancy 

measures [33,34]. 

 
Figure 3. Detection of Cyber Layer Attacks [14]. 

 

6. Conclusion  

Robust cybersecurity solutions are necessary to pave the way for 

extensive DER integration. This study proposes a dedicated research 

framework for DER cybersecurity in complex power systems, 

encompassing threat modeling, resilience analysis, and tailored 

prevention, detection, and response strategies across all system 

layers. By proactively addressing these challenges, this framework 

aims to secure a reliable and widespread DER integration into the 

modern power grid. 

 

7. Future work 

The analytics presented in this paper explore the fundamental 

problems of the proposed DER cyber security system. Advanced 

mathematics and statistical sciences can aid in solving these 

problems in the future because Cyber security has become 

increasingly complex, as it deals with integrated information systems 

and networks Accessing real-world data are necessary to understand 

these large and complex systems The proposed methodologies are 

based on validating experiments and models with mathematical 

ideas, focusing on the most widely used mathematical theories. 

These models can simulate the different properties of the systems 

studied by comparing them to the behavior of the existing system. 

However, the chosen mathematical approach is heuristic and 

depends on the researcher's background.  
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